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Sources Of A Breach
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Criminal Meaning Insider
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Stages Of A Breach

Incursion

> Discovery

> Capture

Exfiltration
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Phishing Messages



Security Market Drivers

Capture

million records were stolen in 2008, compared to 230 million
between 2004 and 2007

Credit card detail accounts for of all goods advertised on
underground economy servers

IP theft costs companies million globally
3 symantec.



Security Market Drivers

EXxfiltration

“GoVv’t Posts Sensitive List Of US Nuclear Sites” associated press

“Goldman May Lose Millions From Ex-Worker’s Code Theft”

July 7 (Bloomberg), Goldman Sachs

“2 Men ACCUSGd Of SWIpIng CC NumberS” July 2 (Bloomberg), KPHO.com

“Royal Air Force Embarrassed By Yet Another Sensitive Data Loss”
May 25, UK News
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Breach

Poorly Protected

Infrastructure




Protect The Infrastructure




Prelude to a

Breach
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Develop and Enforce IT Policies
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Breach

Poorly Protected

Information




Protect The Information
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Breach
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Poorly Managed
Systems




Manage Systems




Protect the
Infrastructure

Develop and Enforce
IT Policies

Protect the
Information

Manage Systems
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Thank You

sangam@symantec.com

+91-98451-18021
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